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E-Data Safety Policy 

All schools, academies and local authorities have a duty of care to provide a safe 

learning environment for pupils and staff.  New technologies have become integral to 

the lives of children and young people in today’s society, both within schools and in their 

lives outside school. The Internet and other digital and information technologies are 

powerful tools, which open up new opportunities for everyone. Electronic communication 

helps teachers and students / pupils learn from each other. These technologies can 

stimulate discussion, promote creativity and increase awareness of context to promote 

effective learning. Children and young people should have an entitlement to safe Internet 

access at all times. We at Kings Kids Christian School have devised this policy to apply to 

all members of Kings Kids Christian School, including staff, students, volunteers, 

parents/carers and visitors who have access to and use KKCS’s ICT systems. 

 

Potential Dangers of Using Electronic Communication 

The potential dangers confronting children using electronic communication unsupervised 

are numerous. These may include: 

• Access to illegal, harmful or inappropriate images or other content 

• Unauthorised access to / loss of / sharing of personal information 

• The risk of being subject to grooming by those with whom they make contact 

 on the Internet. 

• The sharing / distribution of personal images without an individual’s consent or 

 knowledge 

• Inappropriate communication / contact with others, including strangers 

• Cyber-bullying 

• Access to unsuitable video / Internet games 

• An inability to evaluate the quality, accuracy and relevance of information on 

 the Internet 

• Plagiarism and copyright infringement 

• Illegal downloading of music or video files. 

 

Many of these risks reflect situations in the off-line world and it is essential that this E-

Safety policy is used in conjunction with other school policies (e.g. Our Behavioural, Anti-

bullying and Child protection policies). 
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As with all other risks, it is impossible to eliminate those risks completely. It is therefore 

essential, through good educational provision to build students’ / pupils’ resilience to 

abuse using the Electronic communication systems. 

 

At Kings Kids Christian School we actively administer the provision of safeguarding 

measures to help ensure our pupils manage and minimise these risks. This E-Safety policy 

explains how we intend to do this, while also addressing wider educational issues in order 

to help young people (and their parents / carers) to be responsible users and stay safe 

while using the Internet and other communications technologies for educational, personal 

and recreational use. 

 

Scope 

This policy applies to all members of the school community (including staff, students / 

pupils, volunteers, parents / carers, visitors, community users) who have access to 

and are users of school ICT systems. 

 

The Education and Inspections Act 2006 empowers Head Teachers, to such extent as is 

reasonable, to regulate the behaviour of students / pupils when they are off the school 

site and empowers members of staff to impose disciplinary penalties for inappropriate 

behaviour. This is pertinent to incidents of cyber-bullying or other E-Safety incidents 

covered by this policy, which may take place out of school, but is linked to membership 

of the school. 

The school will deal with such incidents within this policy and associated behaviour 

and anti-bullying policies and will, where known, inform parents / carers of incidents of 

inappropriate E-Safety behaviour that take place out of school 

 

Responsibilities 

The Head Teacher is the overall designated E-Safety representative here at Kings Kids 

Christian School. The Head Teacher and the Classroom Main Teachers should be aware of 

the procedures to be followed in the event of a serious e-safety allegation being made 

against a member of staff.  

The school’s ICT teacher is the person responsible to ensure that the technical 

infrastructure is secure and is not open to misuse or malicious attack and those users may 

only access the networks and devices through a properly enforced password.   
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All staff members will be trained in e-safety issues after induction and made aware of the 

potential for serious child protection/ safeguarding issues to arise from:  

 sharing of personal data   

 access to illegal / inappropriate materials    

 inappropriate on-line contact with adult/strangers  

 potential or actual incidents of grooming, cyber-bullying  

 

Responsibilities of Students / Pupils  

Student/pupils are responsible for using the school academy digital technology systems in 

accordance with instructions given by their Classroom Teacher or their ICT Teacher. They 

will be taught the importance of adopting good E-safety practice when using digital 

technologies and how to report abuse, cyber-bullying or access of inappropriate materials 

effectively.  

  

Responsibilities of Parents / Carers   

Parents/Carers play a crucial role in ensuring that their children understand the need to 

use the internet or mobile devices in an appropriate way. Kings Kids Christian School will 

take every opportunity to help parents understand these issues through parents’ evenings, 

newsletters, letters, or our websites, etc.  Parents and carers will be encouraged to 

support the school in promoting good E-safety practice.  

 

Responsibilities of Staff    

Staff should act as good role models in their use of digital technologies the internet and 

mobile devices. In lessons where internet use is pre-planned, it is best practice that 

students should be guided to sites checked as suitable for their use and that processes are 

in place for dealing with any unsuitable material that is found in internet searches.  

Where students / pupils are allowed to freely search the internet, staff should be vigilant 

in monitoring the content of the websites the young people visit and act accordingly if  

misuse or abuse is detected.   

  

Exceptions 

It is accepted that from time to time, for good educational reasons, students may need to 

research topics that would normally result in internet searches being blocked (e.g. 

racism, drugs, and discrimination). In such situations, staff can request that these sites be 

removed from the filtered list for the period of study. Any request to do so, should be 

approved by the Head Teacher only.     
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The Education and Inspections Act 2006, empowers Head Teachers, as is reasonable, to 

regulate the behaviour of students/pupils when they are off the school site and empowers 

members of staff to impose disciplinary penalties for inappropriate behaviour. This is 

pertinent to incidents of cyber-bullying or other e-safety incidents covered by this policy, 

which may take place outside of the school’s premises, but is linked to membership of the 

school.  The 2011 Education Act increased these powers with regard to the searching for 

and of electronic devices and the deletion of data.  

 

Kings Kids Christian School will deal with such incidents within this policy and associated 

behaviour and anti-bullying policies and will, where known, inform parents/carers of 

incidents of inappropriate e-safety behaviour that take place out of school. 

 

Digital Imaging Technology 

The development of digital imaging technologies has created significant benefits to 

learning, allowing staff and students instant use of images that they have recorded 

themselves or downloaded from the internet.  However, staff, parents/carers and 

students need to be aware of the risks associated with publishing digital images on the 

internet. Such images may provide avenues for cyber-bullying to take place. Digital 

images may remain available on the internet forever and may cause harm or 

embarrassment to individuals in the short or longer term.  

Schools/academies and local authorities could be held responsible, indirectly for acts 

of their employees in the course of their employment.  Staff members, who harass, 

cyber-bully, discriminate on the grounds of sex, race or disability or who defame a 

third party may render the school liable to the injured party.    

 

Kings Kids Christian School will try to ensure that staff and volunteers will have good 

access to ICT to enhance their work, to enhance learning opportunities for students 

learning and will, in return, expect staff and volunteers to agree to be responsible 

users.  

 

Staff must agree to the following: 

 To understand that they must use school ICT systems in a responsible way, to 

ensure that there is no risk to their safety or to the safety and security of the 

ICT systems and other users. They must recognise the value of the use of ICT for 

enhancing learning and will ensure that students receive opportunities to gain 
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from the use of ICT. They will educate the young people in their care in the safe 

use of ICT equipment.  

 To understand that the school ICT systems are primarily intended for 

educational use and that they will only use the systems for personal or 

recreational use within the policies and rules set down by the school.  

 They will not disclose their username or password to anyone else, nor will they 

try to use any other person’s username and password. They should not write 

down or store a password where it is possible that someone may steal it.  

 They will immediately report any illegal, inappropriate or harmful material or 

incident they become aware of to the appropriate person.    

  

Password Security    

A safe and secure username and password system is essential if the above is to be 

established and will apply to all our school’s technical systems, including networks, 

devices, email and Virtual Learning Environment (VLE). 

 

Acts governing this policy  

Kings Kids Christian School is aware of the legislative framework under which E-Safety guidelines 

are produced. We acknowledge and adhere to the instructions as outlined in the:  

 Computer Misuse Act 1990, which states: it is an offence to erase or amend data or a 

program, or obtain unauthorised access to a computer. 

 Data Protection Act 2003, which states:  in order to comply with the law, information 

about individuals must be collected and used fairly, stored safely and securely and not 

disclosed to any third party unlawfully. 

 Malicious Communications Act 1988, which states: It is an offence to send an indecent, 

offensive, or threatening letter, electronic communication or other article to another 

person. 

 Protection of Children Act 2006, which states: It is an offence to take, permit to be 

taken, make, possess, show, distribute or advertise indecent images of children in the 

United Kingdom. 

 The Education and Inspections Act 2006, which states:  that it has empowered Head 

Teachers, to such extent as is reasonable, to regulate the behaviour of students pupils 

when they are off the school site and empowers members of staff to impose disciplinary 

penalties for inappropriate behaviour.  
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